The need to detect unauthorized usage of intentionally transmitting portable electronic devices (PEDs) onboard commercial aircraft is growing, while still allowing passengers to use selected unintentionally transmitting devices, such as laptop computers and CD players during non-critical stages offlight. The following paper presents an installed system far detecting PEDs over multiple frequency bands. Additional&, the advantages of a fired verses mobile system are discussed.
lntroduction
Cellular telephones and other intentionally radiating devices have the potential to cause interference onboard aircraft by. coupling power into sensitive receivers due to the high allowance for spurious radiated emissions into aviation radio frequency bands (up to -13 dBm) [4] . This coupling of signals can cause interference with critical flight systems and therefore, needs to be detected before causing an anomaly. A second concern is the increased radiating distance cellular/PCS telephones have while airborne could cause disturbances with ground based cellular towers by broadcasting to several towers simultaneously. With the possibility of serious disruptions to systems and there not being a clear necessity for their use, the Federal Communication Commission (FCC) has banned cellular phones for use on airplanes [3] , and the Federal. Aviation ,Administration (FAA) prohibits all intentionally transmitting devices unless the aircraft operator has determined non-interference [2] .
There are two general approaches for detecting the use of intentionally transmitting .devices. First, portable detectors carried by the flight crew, and second an installed system. While a portable system might provide the ability to single out a particular offender, the system will be ineffective during critical stages of flight when the crew must remain seated. Furlhermore, information from Alitalia Airlines shows that they were only able to find the offender to within half of the aircraft 22% of the time and, identify a seat row 8% of the time with a portable system PI.
In contrast, a permanently installed system will provide continuous uniform coverage of the entire passenger cabin allowing the attendant to transverse the airplane visually searching for the violator when an alarm is received. This will prove to be more valuable in implementation due to the ability to monitor the entire passenger cabin including lavatories.
Leaky coaxial cable is used in many applications such as tunnels and buildings to provide a uniform coverage that would not otherwise be possible in complex electromagnetic environments. While the cables do act as antennas, there are undesirable characteristics such as high insertion loss and larger cable loss per unit length than conventional coaxial cable. However, leaky coaxial cables do present several design aspects that are well suited for the application of detecting PEDs onboard aircraft, such as a fairly uniform coverage across all common commercial bands and unobtrusive system design. The system design presented here tries to minimize the undesirable effects by shorting cable runs to 100 A and placing the receiver in the center to minimize cable losses. While taking full advantage of the desirable characteristics such as uniform coverage over multiple frequency bands.
Two types of leaky coaxial cable were tested for this paper. First, RadiaxB Cable ( The 747 aircraft fuselage was used as a design model due to a large number in service and it is representative of a wide body type commercial aircraft. Large aircraft present the most difficult design constraints for a distributed PED detection system due to increased cable loss, free space loss and, receiver complexity. For obvious reasons there will need to be slight design modifications depending on the exact model of aircraft the system is installed in, but the electromagnetic characteristics should remain approximately constant 'due to similar geametry of the different airframes. Approximate dimensions for the main passenger cabin of a 747400 aircraft are shown in Figure 1 .
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These dimensions allow for an efficient design consisting of a single leaky coaxial cable run along the length of the passenger cabin. A single cable run minimizes weight and installation time, while also reducing the complexity of installation. Due to the electromagnetic characteristics of the passenger cabin, it will be shown that the physical location of the cable will have little effect on system performance. Using two 100 ft sections of cable, and placing the receiver in the middle gives the two extremes shown in Figure 1 . Location 1: Passenger closest to the receiver (Prevention of false alarms): The desired system response will allow this person to use an unintentional transmitter without triggering an alarm. Due to this requirement the minimum sensitivity of the receiver will be set according lo the specifications given in part 15.109 (Figure 5 ) of the FCC regulations for unintentionally transmitting devices. Additionally, the system needs to be dynamic enough such that a received signal of several dBm will not cause adverse effects such as amplifier damage. from cable loss, and the free space distance between the transmitter and the cable are both at their maximum values, resulting in the lowest received signal strength at the cable, and the largest cable loss, resulting in the lowest received power for an intentional transmitter that must he detected. Estimated Field Strength To determine the distance where the dominant mode of coupling switches fiom direct coupling to a reverberant field, it is necessary to simulate the electromagnetic environment of the passenger cabin. This was done by comparing the power density inside the reverberation chamber with the average power density collected by Naval Surface Warfare Center (NSWC) [5] inside the passenger cabin of a 707-720B aircraft (The passenger cabin of the aircraft tested was essentially intact, but stripped of all seats). The presence of 200 seats in the hull of an aircrafl will reduce.the average cavity gain by about 1.26 dB at 100 MHz and 0.89 dB at 5.8 GHz [7] therefore, seating configuration will have little effect on the chamber characteristics.
Using Equation 1 [9] , power transmitted is converted to electric field strength assuming an isotropic radiator and no reverberant effects. Then using the average power density (-52 dBm/cm2) and Equation 2 [8] , the estimated reverberant field strength of the aircraft was superimposed on the graph resulting in Figure 6 , where the reverberant field is dominant greater than 0.1 meters from the transmitter. Using time averaging, the data in Figure 7 was collected inside the reverberation chamber. This shows the insertion loss inside a reverberant field across frequency with mechanical stirring. While the power density is not shown, Figure 7 does show the uniform insertion loss into the cable. The precise insertion loss is determined using the data collected inside the semi-anechoic chamber where the electric field is easily calculated. An additional property investigated in the reverberation chamber was the minimum distance from a metal surface where the leaky coaxial cable is effective as an antenna. This was determined by measuring the cable loss (Figure 8 ) and insertion loss (Figure 9 ) at several heights from the metal floor using a 15-foot segment of cable. The cable loss is measured by connecting one end of the leaky coaxial cable to a spectrum analyzer and the other end to a signal generator. The cable loss is then the system throughput loss. Insertion loss is measured by terminating one end of the leaky coaxial cable and radiating a signal to determine the level received by the spectrum analyzer through the cable. Concluded from these two tests is that the cable performs uniformly at distances greater than 2.5 cm fiom a metal surface.
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Figure 9 Insertion Losses inside Reverberation Chamber at Various Heights from Floor
Once the effects of the reverberation chamber were recorded the leaky coaxial cable was placed in a semianechoic chamber to determine the insertion loss into the cable.
Using calibration data provided by the manufacturer, the antenna's field strength (dBpV/m) at the cable was determined for a distance of 1 and 3 meters. Once the field strength present outside the cable is known, the insertion loss into the cable in dB can be determined using Equation 3. Figure 10 shows the insertion loss for various locations along the cable as a function of distance Gom the cable termination. This gives a direct correlation of field strength (dBpV/m) outside the cable to received voltage (dBpV) at the terminal of the Leaky coaxial cable and is not dependent on the distance of the transmitter from the cable. Instead, it is a'property of the cable itself.
Broadband Frequency Coverage and Null Patterns
In order to compare mode stirred reverberation chamber field strength data with airplane measurements data, it needed to be determined if there will be sufficient modal stirring provided in the passenger cabin to justify using mechanical stirrers while collecting data in .the reverberation chamber. While there are not mechanical stirrers onboard an aircraft, several other sources of modal stirring occur, such as flexing of the aircraft's hull while in flight, and relative movement between the transmitting antenna and the aircraft will provide some stirring.
To. investigate if relative movement between the antenna and the reverberation chamber boundaries provided a corresponding shift in the null pattern received by the spectrum analyzer, the leaky coaxial cable was placed in the reverberation chamber and the transmitting antenna was moved around a small area showing the development of the nulls for different antenna locations without mechanical stirring. As the antenna was moved, it became obvious that the pattern of nulls also shifted. Additionally, this phenomenon is observed in data collected inside the semi-anechoic chamber. Where by collecting data at several locations along the length of the cable, Figure 10 show that the nulls present at the spectrum analyzer are not stationary but are dependent on the location where the signal is coupled into the cable. The combination of the two results provides confidence that passenger movement and airplane flexure will remove nulls received by a detection system as a function of time averaging and therefore justifies the use of mechanical .
.
stirring while inside the reverberation chamber to average out nulls. To ensure system feasibility even if there is not sufficient stirring provided onboard the aircraft, Figure 11 shows a plot of the cellular telephone band without mechanical stirring. This shows the deep nulls that develop without modal stimng. Additionally, Figure 12 shows a Weibull cumulative distribution function, which was used to determine the 95% confidence level without stirring. With these findings it was determined that even if there is not sufficient stirring provided onboard the aircraft, that the system design would still be sound with a 95% confidence level (shown as the red line in Figure 11 ).
Detector Design
While a superhetrodyne receiver would be a good choice due uniform coverage across a wide frequency range, tbe proposed receiver instead uses multiple filters to continuously monitor all frequency bands. This design decision is based on the requirement of the superhetrodyne receiver requiring a local oscillator. While a receiver system could be designed to meet the FCC requirements for non-intentional transmitters, it is thought that a passive system will present advantages during certification for onboard use. The link budge is calculated based on the use of multiple filter circuits.
Link Budget
The power received is dependent on several factors such as power transmitted by the PED, insertion loss of the leaky coaxial cable and, free space loss at the particular frequency. From Figure 6 it is seen that the free space distance only effects field strength at distances of less than O.lm. Figure 13 shows the actual received device levels inside the semi-anechoic chamber. Using these values, Table 2 shows the estimated insertion losses for actual devices in the frequency hands of interest. From Table 2 , the limiting received power is for a Bluetooth device. Due to the desire to cover several frequency bands using the same antenna there will be additional losses associated with a power divider depending on the number of separate bands covered. To cover the frequency bands listed in the table for instance a 1:4 power splitter will be required. The loss associated with the splitter is an additional 6 dB bringing the true received power to approximately -84 dBm. This will require a preamplifier to boost the signal strength by 30-40 dE%, which will allow the signal to be sent to a power meter with a tangential signal sensitivity (TSS) of approximately -50 a m . The output of the power meter is a small DC voltage (= IO mV). Since the output of the power meter is proportional to the input power the signal can drive an instrumentation amplifier with the output of the instrument amplifier connected to a comparator and finally an alarm circuit.
Noise Analysis
assumptions were needed.
1.
To determine the noise floor of the system several The Bluetooth band is used as the limiting case for noise. This is due to the Bluetooth band's wide frequency hand of 2.4 to 2.5 GHz. To cover the entire frequency band, a band pass filter with a bandwidth of IOOMHz will be required. An amplifier with an assumed noise factor (NF) of 4.0 is used. The transmission line loss is assumed from the base of the leaky coaxial cable to the receiver. This assumption follows from the way insertion loss was found to be at the termination of the leaky coaxial cable and can therefore be assumed as small (-1 dB).
Due to the large noise factor of the amplifier, the antenna noise temperature will not have a large effect on the system. To compensate for the antenna noise temperature, the final result was rounded up.
2.
3.
4.
To calculate the input noise floor, the following 3 equations from Reference Data for Engineers [ 101 was used. Using Equation 4, TE is calculated to he approximately 450 K. Then using Equations 5 and 6, the noise floor is calculated to be -92dBml. Since the received signal for a Bluetooth device is estimated to he at -84 a m , the signal will appear slightly above the noise floor.
Conclusion
Based on data collected, leaky coaxial cable is capable of performing as a distributed PED detector onboard 'in aircrafi across all frequency hands of interest. Due to the limitations of the reverberation chambers the data below 100 MHz will need to be verified during further testing. While the data shows that the environment inside the aircraft is reverberant and, therefore, could be monitored as efficiently with a single antenna. The uniform field is not consistent throughout the length of the aircrafl due to the many apertures (windows) in the hull and walls dividing the sections. This is overcome with the leaky coaxial system described since the signal decays in a predictable fashion once coupled onto the cable. Several other factors are unaccounted for in this analysis that are present in a real environment such as passengers and other chamber loads. These loads will result in an overall lower Q value for the passenger cabin.
Due to the space constraints onboard an aircraft the leaky coaxial cable allows for an antenna the size of the cable that would otherwise be used to cany the signal back from another system. While the cable does not perform particularly well over any one frequency band it was able to cover a frequency range that required three conventional antennas to produce the test signal, thus providing a good compromise between space required and overall system performance.
